Intel PROSet/Wireless WiFi Software May 2025
Security Update

Intel has informed HP of potential security vulnerabilities in some Intel® PROSet/Wireless WiFi Software
products, which might allow denial of service. Intel is releasing software updates to mitigate these
potential vulnerabilities.

Severity
High

HP Reference
HPSBHF04019 Rev. 1on page 25

Release date
May 13,2025

Last updated
May 13,2025

Category
PC

Potential Security Impact
Denial of Service

Scroll to Resolution on page 2

Relevant Common Vulnerabilities and Exposures (CVE) List

Reported by: Intel

Table 1 List of CVE IDs

CVEID Base Score Severity Base Vector

CVE-2025-20006 8.3 High CVSS:4.0/AV:A/AC:L/ATN/
PR:N/UEN/VC:N/VIN/VAH/
SC:N/SEN/SAH

CVE-2025-20032 83 High CVSS:4.0/AV:L/AC:L/ATN/
PR:H/ULN/VC:N/VIEH/VAH/
SC:N/SI:H/SAH

CVE-2025-20618 83 High CVSS:4.0/AV:L/AC.L/ATN/
PR:H/UIN/VC:N/VI:H/VAH/
SC:N/SIH/SAH

CVE-2025-20046 12 High CVSS:4.0/AV:A/AC.L/AT:P/
PR:N/ULN/VC:N/VIEH/VAH/
SC:N/SIH/SAH

CVE-2025-20026 70 High CVSS:4.0/AV:A/AC:H/AT:P/
PR:N/UEN/VC:N/VIN/VAH/
SC:N/SI:IN/SAH

CVE-2025-20062 70 High CVSS:4.0/AV:A/AC:H/ATN/
PR:N/UL:N/VC:N/VIN/VAH/
SC:N/SEN/SAH
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https://nvd.nist.gov/vuln/detail/CVE-2025-20006
https://nvd.nist.gov/vuln/detail/CVE-2025-20032
https://nvd.nist.gov/vuln/detail/CVE-2025-20618
https://nvd.nist.gov/vuln/detail/CVE-2025-20046
https://nvd.nist.gov/vuln/detail/CVE-2025-20026
https://nvd.nist.gov/vuln/detail/CVE-2025-20062
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Table 1 List of CVE IDs (continued)

CVEID

Base Score

Severity

Base Vector

CVE-2025-20039

6.9

Medium

CVSS:4.0/AV:A/AC.L/AT:P/
PR:N/UI:P/VC:N/VEN/VAH/
SC:N/SEN/SAH

Learn more about CVSS 4.0 base metrics, which range from 0 to 10.

PSR-2025-0096

References

Intel

e INTEL-SA-01270: Intel® PROSet/Wireless WiFi Software Advisory

Resolution

Intel has released updates to mitigate the potential vulnerabilities. HP has identified affected platforms
and corresponding SoftPags with minimum versions that mitigate the potential vulnerabilities. See the

affected platforms listed below.

Newer versions might become available, and the minimum versions listed below might become

obsolete. If a SoftPaq Link becomes invalid, check the HP Customer Support - Software and Driver
Downloads site to obtain the latest update for your product model.

HP recommends keeping your system up to date with the latest firmware and software.

B NOTE: This bulletin might be updated when new information and/or Softpags are available.
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https://nvd.nist.gov/vuln/detail/CVE-2025-20039
https://www.first.org/cvss/
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01270.html
https://support.hp.com/drivers

SoftPags and affected products

Find the SoftPaq that resolves the vulnerabilities of your system.

SoftPaq Status
A status is provided if no SoftPaq is listed for a particular product.
e Pending: SoftPaq is in progress.

e Under investigation: System under investigation for impact, or the SoftPaq is under investigation for
feasibility/availability.

e Not avdilable: Softpaq not available due to technical or logical constraints.

e Check Support Page: The listed SoftPaq has been removed from the download site. SoftPags with
newer versions might be available on the HP Customer Support - Software and Driver Downloads
site.

Business Notebook PCs

Identify the affected business notebook PCs.

Table 2 Business Notebook PCs

Product Name Component Type Minimum Version Last Update SoftPaq # SoftPaq Link

HP Dragonfly 135  Windows 11/ 23120.0.3 Rev1 SP157284 Pending

inch G4 Notebook  Windows 10

PC

HP Dragonfly Folio  Windows 11/ 23120.0.3 Rev 1 SP157284 Pending

13.5inch G3 2-in-1 Windows 10

Notebook PC

HP Elite Dragonfly ~ Windows 11/ 23120.0.3 Rev1 SP157284 https://ftp.hp.com/
Windows 10 pub/softpag/

sp157001-157500/
sp157284.exe

HP Elite Dragonfly ~ Windows 11/ 23120.0.3 Rev 1 SP157284 Pending

13.5inch G3 Windows 10

Notebook PC

HP Elite Dragonfly ~ Windows 11/ 23120.0.3 Rev1 SP157284 https://ftp.hp.com/
G2 Windows 10 pub/softpaa/

sp157001-157500/
sp157284.exe

HP Elite Dragonfly ~ Windows 11/ 23120.0.3 Rev1 SP157284 https://ftp.hp.com/
Max Windows 10 pub/softpag/

sp157001-157500/
sp157284.exe

HP Elite x2 G4 Windows 11/ 23120.0.3 Rev1 SP157284 https://ftp.hp.com/
Windows 10 pub/softpaa/

sp157001-157500/
sp157284.exe

HP Elite x2 G8 Windows 11/ 23120.0.3 Rev1 SP157284 https://ftp.np.com/
Tablet Windows 10 pub/softpag/

sp157001-157500/
sp157284.exe

SoftPags and affected products
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https://support.hp.com/drivers
https://ftp.hp.com/pub/softpaq/sp157001-157500/sp157284.exe
https://ftp.hp.com/pub/softpaq/sp157001-157500/sp157284.exe
https://ftp.hp.com/pub/softpaq/sp157001-157500/sp157284.exe
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Table 2 Business Notebook PCs (continued)

Product Name

Component Type

Minimum Version

Last Update

SoftPaq #

SoftPaq Link

HP Elite x360 1040
14 inch G10 2-in-1
Notebook PC

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

pub/softpaq/
sp157001-157500/
sp157284.exe

HP Elite x360 1040
14 inch G11 2-in-1
Notebook PC

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

https://ftp.hp.com/
pub/softpaa/
sp157001-157500/
sp157284.exe

HP Elite x360 1040
14 inch G9 2-in-1
Notebook PC

Windows 11/
Windows 10

23120.0.3

Rev1

SP157284

https://ftp.np.com/
pub/softpaq/
sp157001-157500/
sp157284.exe

HP Elite x360 830
13 inch G10 2-in-1
Notebook PC

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

https://ftp.hp.com/
pub/softpaq/
sp157001-157500/
sp157284.exe

HP Elite x360 830
13 inch G112-in-1
Notebook PC

Windows 11/
Windows 10

23120.0.3

Rev1

SP157284

https://ftp.np.com/
pub/softpag/
sp157001-157500/
sp157284.exe

HP Elite x360 830
13 inch G9 2-in-1
Notebook PC

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

pub/softpaq/
sp157001-157500/
sp157284.exe

HP EliteBook 1040
14 inch G10
Notebook PC

Windows 11/
Windows 10

23120.0.3

Rev1

SP157284

https://ftp.hp.com/
pub/softpaa/
sp157001-157500/
sp157284.exe

HP EliteBook 1040
14inch G
Notebook PC

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

pub/softpaq/
sp157001-157500/
sp157284.exe

HP EliteBook 1040
14 inch G9
Notebook PC

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

https://ftp.hp.com/
pub/softpaa/
sp157001-157500/
sp157284.exe

HP EliteBook 630
13inch G9
Notebook PC

Windows 11/
Windows 10

23110.0.5

Rev1

SP156715

https://ftp.np.com/
pub/softpag/
sp156501-157000/
sp156715.exe

HP EliteBook 630
13.3inch G10
Notebook PC

Windows 11/
Windows 10

23110.0.5

Rev 1

SP156715

https://ftp.hp.com/
pub/softpaq/
sp156501-157000/
sp156715.exe

HP EliteBook 630
13.3inch G11
Notebook PC

Windows 11/
Windows 10

23110.0.5

Rev1

SP156715

https://ftp.np.com/
pub/softpag/
sp156501-157000/
sp156715.exe

HP EliteBook 640
14inch G10
Notebook PC

Windows 11/
Windows 10

23110.0.5

Rev 1

SP156715

pub/softpaq/
sp156501-157000/
sp156715.exe
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https://ftp.hp.com/pub/softpaq/sp157001-157500/sp157284.exe
https://ftp.hp.com/pub/softpaq/sp157001-157500/sp157284.exe
https://ftp.hp.com/pub/softpaq/sp157001-157500/sp157284.exe
https://ftp.hp.com/pub/softpaq/sp157001-157500/sp157284.exe
https://ftp.hp.com/pub/softpaq/sp157001-157500/sp157284.exe
https://ftp.hp.com/pub/softpaq/sp157001-157500/sp157284.exe
https://ftp.hp.com/pub/softpaq/sp157001-157500/sp157284.exe
https://ftp.hp.com/pub/softpaq/sp157001-157500/sp157284.exe
https://ftp.hp.com/pub/softpaq/sp157001-157500/sp157284.exe
https://ftp.hp.com/pub/softpaq/sp156501-157000/sp156715.exe
https://ftp.hp.com/pub/softpaq/sp156501-157000/sp156715.exe
https://ftp.hp.com/pub/softpaq/sp156501-157000/sp156715.exe
https://ftp.hp.com/pub/softpaq/sp156501-157000/sp156715.exe

Table 2 Business Notebook PCs (continued)

Product Name

Component Type

Minimum Version

Last Update

SoftPaq #

SoftPaq Link

HP EliteBook 640
14inch G11
Notebook PC

Windows 11/
Windows 10

23110.0.5

Rev 1

SP156715

pub/softpaq/
sp156501-157000/
sp156715.exe

HP EliteBook 640
14 inch G9
Notebook PC

Windows 11/
Windows 10

23110.0.5

Rev 1

SP156715

https://ftp.hp.com/
pub/softpaa/
sp156501-157000/
sp156715.exe

HP EliteBook 650
15.6 inch G10
Notebook PC

Windows 11/
Windows 10

23110.0.5

Rev1

SP156715

https://ftp.np.com/
pub/softpaq/
sp156501-157000/
sp156715.exe

HP EliteBook 650
15.6 inch G9
Notebook PC

Windows 11/
Windows 10

23110.0.5

Rev 1

SP156715

https://ftp.hp.com/
pub/softpaq/
sp156501-157000/
sp156715.exe

HP EliteBook 660
16 inch G11
Notebook PC

Windows 11/
Windows 10

23110.0.5

Rev1

SP156715

https://ftp.np.com/
pub/softpag/
sp156501-157000/
sp156715.exe

HP EliteBook 745
G6

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

pub/softpaq/
sp157001-157500/
sp157284.exe

HP EliteBook 830
13inch G10
Notebook PC

Windows 11/
Windows 10

23120.0.3

Rev1

SP157284

https://ftp.hp.com/
pub/softpaa/
sp157001-157500/
sp157284.exe

HP EliteBook 830
13inch G11
Notebook PC

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

pub/softpaq/
sp157001-157500/
sp157284.exe

HP EliteBook 830
13.3inch G9
Notebook PC

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

https://ftp.hp.com/
pub/softpaa/
sp157001-157500/
sp157284.exe

HP EliteBook 830
G6

Windows 11/
Windows 10

23120.0.3

Rev1

SP157284

https://ftp.np.com/
pub/softpag/
sp157001-157500/
sp157284.exe

HP EliteBook 830
G7

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

https://ftp.hp.com/
pub/softpaq/
sp157001-157500/
sp157284.exe

HP EliteBook 830
G8

Windows 11/
Windows 10

23120.0.3

Rev1

SP157284

https://ftp.np.com/
pub/softpag/
sp157001-157500/
sp157284.exe

HP EliteBook 835
G7

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

Pending

HP EliteBook 835
G8

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

Pending

Business Notebook PCs
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https://ftp.hp.com/pub/softpaq/sp156501-157000/sp156715.exe
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Table 2 Business Notebook PCs (continued)

Product Name

Component Type

Minimum Version

Last Update

SoftPaq #

SoftPaq Link

HP EliteBook 836
G6

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

pub/softpaq/
sp157001-157500/
sp157284.exe

HP EliteBook 840
14inch G10
Notebook PC

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

https://ftp.hp.com/
pub/softpaa/
sp157001-157500/
sp157284.exe

HP EliteBook 840
14inch G
Notebook PC

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

https://ftp.np.com/
pub/softpaq/
sp157001-157500/
sp157284.exe

HP EliteBook 840
14inch G9
Notebook PC

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

https://ftp.hp.com/
pub/softpaq/
sp157001-157500/
sp157284.exe

HP EliteBook 840
Aero G8

Windows 11/
Windows 10

23120.0.3

Rev1

SP157284

https://ftp.np.com/
pub/softpag/
sp157001-157500/
sp157284.exe

HP EliteBook 840
G6

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

pub/softpaq/
sp157001-157500/
sp157284.exe

HP EliteBook 840
G6 Healthcare
Edition

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

https://ftp.hp.com/
pub/softpaa/
sp157001-157500/
sp157284.exe

HP EliteBook 840
G7

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

pub/softpaq/
sp157001-157500/
sp157284.exe

HP EliteBook 840
G8

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

https://ftp.hp.com/
pub/softpaa/
sp157001-157500/
sp157284.exe

HP EliteBook 845
G7

Windows 11/
Windows 10

23120.0.3

Rev1

SP157284

Pending

HP EliteBook 845
G8

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

Pending

HP EliteBook 850
G6

Windows 11/
Windows 10

23120.0.3

Rev1

SP157284

https://ftp.np.com/
pub/softpag/
sp157001-157500/
sp157284.exe

HP EliteBook 850
G7

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

pub/softpaq/
sp157001-157500/
sp157284.exe

HP EliteBook 850
G8

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

https://ftp.hp.com/
pub/softpaa/
sp157001-157500/
sp157284.exe

SoftPags and affected products
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Table 2 Business Notebook PCs (continued)

Product Name

Component Type

Minimum Version

Last Update

SoftPaq #

SoftPaq Link

HP EliteBook 855
G7

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

Pending

HP EliteBook 855
G8

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

Pending

HP EliteBook 860
16 inch G10
Notebook PC

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

https://ftp.np.com/
pub/softpaq/
sp157001-157500/
sp157284.exe

HP EliteBook 860
16 inch G11
Notebook PC

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

https://ftp.hp.com/
pub/softpaq/
sp157001-157500/
sp157284.exe

HP EliteBook 860
16 inch G9
Notebook PC

Windows 11/
Windows 10

23120.0.3

Rev1

SP157284

https://ftp.np.com/
pub/softpag/
sp157001-157500/
sp157284.exe

HP EliteBook x360
1030 G4

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

pub/softpaq/
sp157001-157500/
sp157284.exe

HP EliteBook x360
1030 G7

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

https://ftp.hp.com/
pub/softpaa/
sp157001-157500/
sp157284.exe

HP EliteBook x360
1030 G8

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

pub/softpaq/
sp157001-157500/
sp157284.exe

HP EliteBook x360
1040 G6

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

https://ftp.hp.com/
pub/softpaa/
sp157001-157500/
sp157284.exe

HP EliteBook x360
1040 G7

Windows 11/
Windows 10

23120.0.3

Rev1

SP157284

https://ftp.np.com/
pub/softpag/
sp157001-157500/
sp157284.exe

HP EliteBook x360
1040 G8

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

https://ftp.hp.com/
pub/softpaq/
sp157001-157500/
sp157284.exe

HP EliteBook x360
830 G6

Windows 11/
Windows 10

23120.0.3

Rev1

SP157284

https://ftp.np.com/
pub/softpag/
sp157001-157500/
sp157284.exe

HP EliteBook x360
830 G7

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

pub/softpaq/
sp157001-157500/
sp157284.exe

HP EliteBook x360
830G8

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

https://ftp.hp.com/
pub/softpaa/
sp157001-157500/
sp157284.exe

Business Notebook PCs
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Table 2 Business Notebook PCs (continued)

Product Name

Component Type

Minimum Version

Last Update

SoftPaq #

SoftPaq Link

HP Pro x360
Fortis 11inch G10
Notebook PC

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

pub/softpaq/
sp157001-157500/
sp157284.exe

HP Pro x360
Fortis 11inch G11
Notebook PC

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

https://ftp.hp.com/
pub/softpaa/
sp157001-157500/
sp157284.exe

HP Pro x360
Fortis 11inch G9
Notebook PC

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

https://ftp.np.com/
pub/softpaq/
sp157001-157500/
sp157284.exe

HP ProBook 430
G7

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

https://ftp.hp.com/
pub/softpaq/
sp157001-157500/
sp157284.exe

HP ProBook 430
G8

Windows 11/
Windows 10

23120.0.3

Rev1

SP157284

https://ftp.np.com/
pub/softpag/
sp157001-157500/
sp157284.exe

HP ProBook 440 14
inch G10 Notebook
PC

Windows 11/
Windows 10

23110.0.5

Rev 1

SP156715

pub/softpaq/
sp156501-157000/
sp156715.exe

HP ProBook 440 14
inch G11 Notebook
PC

Windows 11/
Windows 10

23110.0.5

Rev 1

SP156715

https://ftp.hp.com/
pub/softpaa/
sp156501-157000/
sp156715.exe

HP ProBook 440 14
inch G9 Notebook
PC

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

Pending

HP ProBook 440
G7

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

https://ftp.hp.com/
pub/softpaa/
sp157001-157500/
sp157284.exe

HP ProBook 440
G8

Windows 11/
Windows 10

23120.0.3

Rev1

SP157284

https://ftp.np.com/
pub/softpag/
sp157001-157500/
sp157284.exe

HP ProBook 445
G7

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

https://ftp.hp.com/
pub/softpaq/
sp157001-157500/
sp157284.exe

HP ProBook 445
G8

Windows 11/
Windows 10

23120.0.3

Rev1

SP157284

Pending

HP ProBook 450
15.6 inch G10
Notebook PC

Windows 11/
Windows 10

23110.0.5

Rev 1

SP156715

pub/softpaq/
sp156501-157000/
sp156715.exe

SoftPags and affected products
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https://ftp.hp.com/pub/softpaq/sp156501-157000/sp156715.exe
https://ftp.hp.com/pub/softpaq/sp156501-157000/sp156715.exe
https://ftp.hp.com/pub/softpaq/sp157001-157500/sp157284.exe
https://ftp.hp.com/pub/softpaq/sp157001-157500/sp157284.exe
https://ftp.hp.com/pub/softpaq/sp157001-157500/sp157284.exe
https://ftp.hp.com/pub/softpaq/sp156501-157000/sp156715.exe

Table 2 Business Notebook PCs (continued)

Product Name

Component Type

Minimum Version

Last Update

SoftPaq #

SoftPaq Link

HP ProBook 450
15.6 inch G9
Notebook PC

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

pub/softpaq/
sp157001-157500/
sp157284.exe

HP ProBook 450
G7

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

https://ftp.hp.com/
pub/softpaa/
sp157001-157500/
sp157284.exe

HP ProBook 450
G8

Windows 11/
Windows 10

23120.0.3

Rev1

SP157284

https://ftp.np.com/
pub/softpaq/
sp157001-157500/
sp157284.exe

HP ProBook 455
G7

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

https://ftp.hp.com/
pub/softpaq/
sp157001-157500/
sp157284.exe

HP ProBook 455
G8

Windows 11/
Windows 10

23120.0.3

Rev1

SP157284

Pending

HP ProBook 460 16
inch G11 Notebook
PC

Windows 11/
Windows 10

23110.0.5

Rev 1

SP156715

pub/softpaq/
sp156501-157000/
sp156715.exe

HP ProBook 630
G8

Windows 11/
Windows 10

23120.0.3

Rev1

SP157284

https://ftp.hp.com/
pub/softpaa/
sp157001-157500/
sp157284.exe

HP ProBook 635
Aero G7

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

Pending

HP ProBook 635
Aero G8

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

Pending

HP ProBook 640
G5

Windows 11/
Windows 10

23120.0.3

Rev1

SP157284

https://ftp.np.com/
pub/softpag/
sp157001-157500/
sp157284.exe

HP ProBook 640
G7

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

https://ftp.hp.com/
pub/softpaq/
sp157001-157500/
sp157284.exe

HP ProBook 640
G8

Windows 11/
Windows 10

23120.0.3

Rev1

SP157284

https://ftp.np.com/
pub/softpag/
sp157001-157500/
sp157284.exe

HP ProBook 650
Gb

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

Pending

HP ProBook 650
G7

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

https://ftp.hp.com/
pub/softpaa/
sp157001-157500/
sp157284.exe

Business Notebook PCs
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https://ftp.hp.com/pub/softpaq/sp157001-157500/sp157284.exe
https://ftp.hp.com/pub/softpaq/sp157001-157500/sp157284.exe
https://ftp.hp.com/pub/softpaq/sp157001-157500/sp157284.exe
https://ftp.hp.com/pub/softpaq/sp157001-157500/sp157284.exe
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Table 2 Business Notebook PCs (continued)

Product Name

Component Type

Minimum Version

Last Update

SoftPaq #

SoftPaq Link

HP ProBook 650
G8

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

pub/softpaq/
sp157001-157500/
sp157284.exe

HP ProBook Fortis
14inch G10
Notebook PC

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

https://ftp.hp.com/
pub/softpaa/
sp157001-157500/
sp157284.exe

HP ProBook Fortis
14 inch G9
Notebook PC

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

https://ftp.np.com/
pub/softpaq/
sp157001-157500/
sp157284.exe

HP ProBook x360
1M G5EE

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

https://ftp.hp.com/
pub/softpaq/
sp157001-157500/
sp157284.exe

HP ProBook x360
1 G6 EE

Windows 11/
Windows 10

23120.0.3

Rev1

SP157284

https://ftp.np.com/
pub/softpag/
sp157001-157500/
sp157284.exe

HP ProBook x360
MGTEE

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

pub/softpaq/
sp157001-157500/
sp157284.exe

HP ProBook x360
435G7

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

Pending

HP ProBook x360
435 G8 Notebook
PC

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

Pending

HP ZBook 14u G6

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

https://ftp.hp.com/
pub/softpaa/
sp157001-157500/
sp157284.exe

HP ZBook 15 G6

Windows 11/
Windows 10

23120.0.3

Rev1

SP157284

https://ftp.np.com/
pub/softpag/
sp157001-157500/
sp157284.exe

HP ZBook 15u G6

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

https://ftp.hp.com/
pub/softpaq/
sp157001-157500/
sp157284.exe

HP ZBook 17 G6

Windows 11/
Windows 10

23120.0.3

Rev1

SP157284

https://ftp.np.com/
pub/softpag/
sp157001-157500/
sp157284.exe

HP ZBook Create
G7

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

pub/softpaq/
sp157001-157500/
sp157284.exe

SoftPags and affected products


https://ftp.hp.com/pub/softpaq/sp157001-157500/sp157284.exe
https://ftp.hp.com/pub/softpaq/sp157001-157500/sp157284.exe
https://ftp.hp.com/pub/softpaq/sp157001-157500/sp157284.exe
https://ftp.hp.com/pub/softpaq/sp157001-157500/sp157284.exe
https://ftp.hp.com/pub/softpaq/sp157001-157500/sp157284.exe
https://ftp.hp.com/pub/softpaq/sp157001-157500/sp157284.exe
https://ftp.hp.com/pub/softpaq/sp157001-157500/sp157284.exe
https://ftp.hp.com/pub/softpaq/sp157001-157500/sp157284.exe
https://ftp.hp.com/pub/softpaq/sp157001-157500/sp157284.exe
https://ftp.hp.com/pub/softpaq/sp157001-157500/sp157284.exe
https://ftp.hp.com/pub/softpaq/sp157001-157500/sp157284.exe

Table 2 Business Notebook PCs (continued)

Product Name

Component Type

Minimum Version

Last Update

SoftPaq #

SoftPaq Link

HP ZBook Firefly 14
G7

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

pub/softpaq/
sp157001-157500/
sp157284.exe

HP ZBook Firefly
14 inch G10 Mobile
Workstation PC

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

https://ftp.hp.com/
pub/softpaa/
sp157001-157500/
sp157284.exe

HP ZBook Firefly
14 inch G11 Mobile
Workstation PC

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

https://ftp.np.com/
pub/softpaq/
sp157001-157500/
sp157284.exe

HP ZBook Firefly
14 inch G8 Mobile
Workstation PC

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

https://ftp.hp.com/
pub/softpaq/
sp157001-157500/
sp157284.exe

HP ZBook Firefly
14 inch G9 Mobile
Workstation PC

Windows 11/
Windows 10

23120.0.3

Rev1

SP157284

https://ftp.np.com/
pub/softpag/
sp157001-157500/
sp157284.exe

HP ZBook Firefly 15
G7

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

pub/softpaq/
sp157001-157500/
sp157284.exe

HP ZBook Firefly
15.6 inch G8 Mobile
Workstation PC

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

https://ftp.hp.com/
pub/softpaa/
sp157001-157500/
sp157284.exe

HP ZBook Firefly
16 inch G10 Mobile
Workstation PC

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

pub/softpaq/
sp157001-157500/
sp157284.exe

HP ZBook Firefly
16 inch G11 Mobile
Workstation PC

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

https://ftp.hp.com/
pub/softpaa/
sp157001-157500/
sp157284.exe

HP ZBook Firefly
16 inch G9 Mobile
Workstation PC

Windows 11/
Windows 10

23120.0.3

Rev1

SP157284

https://ftp.np.com/
pub/softpag/
sp157001-157500/
sp157284.exe

HP ZBook Fury 15
G7

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

https://ftp.hp.com/
pub/softpaq/
sp157001-157500/
sp157284.exe

HP ZBook Fury 15.6
Inch G8 Mobile
Workstation PC

Windows 11/
Windows 10

23120.0.3

Rev1

SP157284

https://ftp.np.com/
pub/softpag/
sp157001-157500/
sp157284.exe

HP ZBook Fury
16 G10 Mobile
Workstation PC

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

pub/softpaq/
sp157001-157500/
sp157284.exe

Business Notebook PCs
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https://ftp.hp.com/pub/softpaq/sp157001-157500/sp157284.exe
https://ftp.hp.com/pub/softpaq/sp157001-157500/sp157284.exe
https://ftp.hp.com/pub/softpaq/sp157001-157500/sp157284.exe
https://ftp.hp.com/pub/softpaq/sp157001-157500/sp157284.exe
https://ftp.hp.com/pub/softpaq/sp157001-157500/sp157284.exe
https://ftp.hp.com/pub/softpaq/sp157001-157500/sp157284.exe
https://ftp.hp.com/pub/softpaq/sp157001-157500/sp157284.exe
https://ftp.hp.com/pub/softpaq/sp157001-157500/sp157284.exe
https://ftp.hp.com/pub/softpaq/sp157001-157500/sp157284.exe
https://ftp.hp.com/pub/softpaq/sp157001-157500/sp157284.exe
https://ftp.hp.com/pub/softpaq/sp157001-157500/sp157284.exe
https://ftp.hp.com/pub/softpaq/sp157001-157500/sp157284.exe
https://ftp.hp.com/pub/softpaq/sp157001-157500/sp157284.exe
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Table 2 Business Notebook PCs (continued)

Product Name

Component Type

Minimum Version

Last Update

SoftPaq #

SoftPaq Link

HP ZBook Fury
16 G9 Mobile
Workstation PC

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

pub/softpaq/
sp157001-157500/
sp157284.exe

HP ZBook Fury 17
G7

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

https://ftp.hp.com/
pub/softpaa/
sp157001-157500/
sp157284.exe

HP ZBook Fury 17.3
Inch G8 Mobile
Workstation PC

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

https://ftp.np.com/
pub/softpaq/
sp157001-157500/
sp157284.exe

HP ZBook Fury
G11 Mobile
Workstation PC

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

https://ftp.hp.com/
pub/softpaq/
sp157001-157500/
sp157284.exe

HP ZBook
Power 15.6 inch
G10 Mobile
Workstation PC

Windows 11/
Windows 10

23120.0.3

Rev1

SP157284

https://ftp.np.com/
pub/softpag/
sp157001-157500/
sp157284.exe

HP ZBook Power
15.6 inch G8 Mobile
Workstation PC

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

pub/softpaq/
sp157001-157500/
sp157284.exe

HP ZBook Power
15.6 inch G9 Mobile
Workstation PC

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

https://ftp.hp.com/
pub/softpaa/
sp157001-157500/
sp157284.exe

HP ZBook Power
16 inch G11 Mobile
Workstation PC

Windows 11/
Windows 10

2311005

Rev 1

SP156715

pub/softpaq/
sp156501-157000/
sp156715.exe

HP ZBook Power
G7

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

https://ftp.hp.com/
pub/softpaa/
sp157001-157500/
sp157284.exe

HP ZBook Studio
15.6 Inch G8 Mobile
Workstation PC

Windows 11/
Windows 10

23120.0.3

Rev1

SP157284

https://ftp.np.com/
pub/softpag/
sp157001-157500/
sp157284.exe

HP ZBook Studio
16 inch G10 Mobile
Workstation PC

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

https://ftp.hp.com/
pub/softpaq/
sp157001-157500/
sp157284.exe

HP ZBook Studio
16 inch G11 Mobile
Workstation PC

Windows 11/
Windows 10

23120.0.3

Rev1

SP157284

https://ftp.np.com/
pub/softpag/
sp157001-157500/
sp157284.exe

HP ZBook Studio
16 inch G9 Mobile
Workstation PC

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

pub/softpaq/
sp157001-157500/
sp157284.exe

SoftPags and affected products


https://ftp.hp.com/pub/softpaq/sp157001-157500/sp157284.exe
https://ftp.hp.com/pub/softpaq/sp157001-157500/sp157284.exe
https://ftp.hp.com/pub/softpaq/sp157001-157500/sp157284.exe
https://ftp.hp.com/pub/softpaq/sp157001-157500/sp157284.exe
https://ftp.hp.com/pub/softpaq/sp157001-157500/sp157284.exe
https://ftp.hp.com/pub/softpaq/sp157001-157500/sp157284.exe
https://ftp.hp.com/pub/softpaq/sp157001-157500/sp157284.exe
https://ftp.hp.com/pub/softpaq/sp156501-157000/sp156715.exe
https://ftp.hp.com/pub/softpaq/sp157001-157500/sp157284.exe
https://ftp.hp.com/pub/softpaq/sp157001-157500/sp157284.exe
https://ftp.hp.com/pub/softpaq/sp157001-157500/sp157284.exe
https://ftp.hp.com/pub/softpaq/sp157001-157500/sp157284.exe
https://ftp.hp.com/pub/softpaq/sp157001-157500/sp157284.exe

Table 2 Business Notebook PCs (continued)

Product Name Component Type Minimum Version Last Update SoftPaq # SoftPaq Link
HP ZBook Studio Windows 11/ 23120.0.3 Rev 1 SP157284 https://ftp.hp.com/
G7 Windows 10 pub/softpaq/

sp157001-157500/
sp157284.exe

HP ZHAN 66 Pro14  Windows 11/ 23120.0.3 Rev1 SP157284 https://ftp.hp.com/
G3 Windows 10 pub/softpaa/

sp157001-157500/
sp157284.exe

HP ZHAN 66 Pro14  Windows 11/ 23120.0.3 Rev1 SP157284 https://ftp.np.com/
G4 Notebook PC Windows 10 pub/softpaq/

sp157001-157500/
sp157284.exe

HP ZHAN 66 Pro14  Windows 11/ 23120.0.3 Rev1 SP157284 https://ftp.hp.com/

inch G5 Notebook ~ Windows 10 pub/softpaq/

PC sp157001-157500/
sp157284.exe

HP ZHAN 66 Pro15  Windows 11/ 23120.0.3 Rev 1 SP157284 https://ftp.np.com/

G3 Windows 10 pub/softpaq/
sp157001-157500/
sp157284.exe

HP ZHAN 66 ProA  Windows 11/ 23120.0.3 Rev1 SP157284 https://ftp.hp.com/
14G3 Windows 10 pub/softpaq/

sp157001-157500/
sp157284.exe

HPZHAN 66 ProA  Windows 11/ 23120.0.3 Rev 1 SP157284 Pending
14 G4 Notebook PC  Windows 10

Business Desktop PCs
Identify the affected business desktop PCs.

Table 3 Business Desktop PCs

Product Name Component Type Minimum Version Last Update SoftPaq # SoftPaq Link
HP Elite Mini 600 Windows 11/ 2311005 Rev 1 SP156715 https://ftp.hp.com/
G9 Desktop PC Windows 10 pub/softpaq/

sp156501-157000/
sp156715.exe

HP Elite Mini 800 Windows 11/ 23110.0.5 Rev 1 SP156715 https://ftp.hp.com/
G9 Desktop PC Windows 10 pub/softpaa/

sp156501-157000/
sp156715.exe

HP Elite SFF 600 Windows 11/ 23100.04 Rev1 SP156743 https://ftp.hp.com/
G9 Desktop PC Windows 10 pub/softpag/

sp156501-157000/
sp156743.exe

HP Elite SFF 800 Windows 11/ 23100.04 Rev1 SP156743 https://ftp.hp.com/
G9 Desktop PC Windows 10 pub/softpaa/

sp156501-157000/
sp156743.exe

Business Desktop PCs 13
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Table 3 Business Desktop PCs (continued)

Product Name

Component Type

Minimum Version

Last Update

SoftPaq #

SoftPaq Link

HP Elite Tower 600
G9 Desktop PC

Windows 11/
Windows 10

23100.04

Rev 1

SP156743

pub/softpaq/
sp156501-157000/
sp156743.exe

HP Elite Tower 680
G9 Desktop PC

Windows 11/
Windows 10

23100.04

Rev 1

SP156743

https://ftp.hp.com/
pub/softpaa/
sp156501-157000/
sp156743.exe

HP Elite Tower 800
G9 Desktop PC

Windows 11/
Windows 10

2310004

Rev 1

SP156743

https://ftp.np.com/
pub/softpaq/
sp156501-157000/
sp156743.exe

HP Elite Tower 880
G9 Desktop PC

Windows 11/
Windows 10

23100.04

Rev 1

SP156743

https://ftp.hp.com/
pub/softpaq/
sp156501-157000/
sp156743.exe

HP EliteDesk 705
G5 Desktop Mini
PC

Windows 11/
Windows 10

23120.0.3

Rev1

SP157284

Pending

HP EliteDesk 705
G5 Small Form
Factor PC

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

pub/softpaq/
sp157001-157500/
sp157284.exe

HP EliteDesk 800
G4 Small Form
Factor PC

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

https://ftp.hp.com/
pub/softpaa/
sp157001-157500/
sp157284.exe

HP EliteDesk 800
G4 Tower PC

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

pub/softpaq/
sp157001-157500/
sp157284.exe

HP EliteDesk 800
G5 Small Form
Factor PC

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

https://ftp.hp.com/
pub/softpaa/
sp157001-157500/
sp157284.exe

HP EliteDesk 800
G5 Tower PC

Windows 11/
Windows 10

23120.0.3

Rev1

SP157284

https://ftp.np.com/
pub/softpag/
sp157001-157500/
sp157284.exe

HP EliteDesk 800
G6 Desktop Mini
PC

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

https://ftp.hp.com/
pub/softpaq/
sp157001-157500/
sp157284.exe

HP EliteDesk 800
G6 Small Form
Factor PC

Windows 11/
Windows 10

23120.0.3

Rev1

SP157284

https://ftp.np.com/
pub/softpag/
sp157001-157500/
sp157284.exe

HP EliteDesk 800
G6 Tower PC

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

pub/softpaq/
sp157001-157500/
sp157284.exe

SoftPags and affected products


https://ftp.hp.com/pub/softpaq/sp156501-157000/sp156743.exe
https://ftp.hp.com/pub/softpaq/sp156501-157000/sp156743.exe
https://ftp.hp.com/pub/softpaq/sp156501-157000/sp156743.exe
https://ftp.hp.com/pub/softpaq/sp156501-157000/sp156743.exe
https://ftp.hp.com/pub/softpaq/sp157001-157500/sp157284.exe
https://ftp.hp.com/pub/softpaq/sp157001-157500/sp157284.exe
https://ftp.hp.com/pub/softpaq/sp157001-157500/sp157284.exe
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Table 3 Business Desktop PCs (continued)

Product Name

Component Type

Minimum Version

Last Update

SoftPaq #

SoftPaq Link

HP EliteDesk 800
G8 Desktop Mini
PC

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

pub/softpaq/
sp157001-157500/
sp157284.exe

HP EliteDesk 800
G8 Small Form
Factor PC

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

https://ftp.hp.com/
pub/softpaa/
sp157001-157500/
sp157284.exe

HP EliteDesk 800
G8 Tower PC

Windows 11/
Windows 10

23120.0.3

Rev1

SP157284

https://ftp.np.com/
pub/softpaq/
sp157001-157500/
sp157284.exe

HP EliteDesk 805
G6 Desktop Mini
PC

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

https://ftp.hp.com/
pub/softpaq/
sp157001-157500/
sp157284.exe

HP EliteDesk 805
G6 Small Form
Factor PC

Windows 11/
Windows 10

23120.0.3

Rev1

SP157284

https://ftp.np.com/
pub/softpag/
sp157001-157500/
sp157284.exe

HP EliteDesk 805
G8 Desktop Mini
PC

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

pub/softpaq/
sp157001-157500/
sp157284.exe

HP EliteDesk 805
G8 Small Form
Factor PC

Windows 11/
Windows 10

23120.0.3

Rev1

SP157284

https://ftp.hp.com/
pub/softpaa/
sp157001-157500/
sp157284.exe

HP EliteDesk 880
G4 Tower PC

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

pub/softpaq/
sp157001-157500/
sp157284.exe

HP EliteDesk 880
G5 Tower PC

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

https://ftp.hp.com/
pub/softpaa/
sp157001-157500/
sp157284.exe

HP EliteDesk 880
G6 Tower PC

Windows 11/
Windows 10

23120.0.3

Rev1

SP157284

https://ftp.np.com/
pub/softpag/
sp157001-157500/
sp157284.exe

HP EliteDesk 880
G8 Tower PC

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

https://ftp.hp.com/
pub/softpaq/
sp157001-157500/
sp157284.exe

HP EliteOne

800 G5 23.8-in
Healthcare Edition
All-in-One

Windows 11/
Windows 10

23120.0.3

Rev1

SP157284

Pending

HP EliteOne 800
G5 23.8-inch All-in-
One

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

Pending
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Table 3 Business Desktop PCs (continued)

Product Name

Component Type

Minimum Version

Last Update

SoftPaq #

SoftPaq Link

HP EliteOne 800
G6 24 All-in-One
PC

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

pub/softpaq/
sp157001-157500/
sp157284.exe

HP EliteOne 800
G6 27 All-in-One PC

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

https://ftp.hp.com/
pub/softpaa/
sp157001-157500/
sp157284.exe

HP EliteOne 800
G8 24 All-in-One
PC

Windows 11/
Windows 10

23120.0.3

Rev1

SP157284

https://ftp.np.com/
pub/softpag/
sp157001-157500/
sp157284.exe

HP EliteOne 800
G827 All-in-One PC

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

https://ftp.hp.com/
pub/softpaa/
sp157001-157500/
sp157284.exe

HP EliteOne 840
23.8inch G9 All-in-
One Desktop PC

Windows 11/
Windows 10

23110.0.5

Rev1

SP156715

https://ftp.np.com/
pub/softpag/
sp156501-157000/
sp156715.exe

HP EliteOne 870 27
inch G9 All-in-One
Desktop PC

Windows 11/
Windows 10

23110.0.5

Rev 1

SP156715

pub/softpaq/
sp156501-157000/
sp156715.exe

HP Mini
Conferencing PC
with Zoom Rooms

Windows 11/
Windows 10

23110.0.5

Rev1

SP156715

https://ftp.hp.com/
pub/softpaa/
sp156501-157000/
sp156715.exe

HP Presence 24 All-
in-One with Zoom
Rooms

Windows 11/
Windows 10

23110.05

Rev 1

SP156715

https://ftp.hp.com/
pub/softpaq/
sp156501-157000/
sp156715.exe

HP Presence 27 All-
in-One with Zoom
Rooms

Windows 11/
Windows 10

23110.0.5

Rev 1

SP156715

https://ftp.hp.com/
pub/softpaa/
sp156501-157000/
sp156715.exe

HP Presence
Meeting Space
Solutions with
Microsoft Teams
Rooms

Windows 11/
Windows 10

23120.0.3

Rev1

SP157284

Pending

HP Presence
Meeting Space
Solutions with
Zoom Rooms

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

Pending

HP Pro Mini 400 G9
Desktop PC

Windows 11/
Windows 10

23110.0.5

Rev1

SP156715

https://ftp.np.com/
pub/softpag/
sp156501-157000/
sp156715.exe

HP Pro SFF 400 G9
Desktop PC

Windows 11/
Windows 10

23100.04

Rev 1

SP156743

pub/softpaq/
sp156501-157000/
sp156743.exe

SoftPags and affected products
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Table 3 Business Desktop PCs (continued)

Product Name

Component Type

Minimum Version

Last Update

SoftPaq #

SoftPaq Link

HP Pro Tower 400
G9 Desktop PC

Windows 11/
Windows 10

23100.04

Rev 1

SP156743

pub/softpaq/
sp156501-157000/
sp156743.exe

HP Pro Tower 480
G9 Desktop PC

Windows 11/
Windows 10

23100.04

Rev 1

SP156743

https://ftp.hp.com/
pub/softpaa/
sp156501-157000/
sp156743.exe

HP ProDesk 400
G6 Desktop Mini
PC

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

https://ftp.np.com/
pub/softpaq/
sp157001-157500/
sp157284.exe

HP ProDesk 400
G7 Microtower PC

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

https://ftp.hp.com/
pub/softpaq/
sp157001-157500/
sp157284.exe

HP ProDesk 400
G7 Small Form
Factor PC

Windows 11/
Windows 10

23120.0.3

Rev1

SP157284

https://ftp.np.com/
pub/softpag/
sp157001-157500/
sp157284.exe

HP ProDesk 405
G6 Desktop Mini
PC

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

pub/softpaq/
sp157001-157500/
sp157284.exe

HP ProDesk 405
G6 Small Form
Factor PC

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

https://ftp.hp.com/
pub/softpaa/
sp157001-157500/
sp157284.exe

HP ProDesk 405
G8 Desktop Mini
PC

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

pub/softpaq/
sp157001-157500/
sp157284.exe

HP ProDesk 405
G8 Small Form
Factor PC

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

https://ftp.hp.com/
pub/softpaa/
sp157001-157500/
sp157284.exe

HP ProDesk 480
G7 PCI Microtower
PC

Windows 11/
Windows 10

23120.0.3

Rev1

SP157284

https://ftp.np.com/
pub/softpag/
sp157001-157500/
sp157284.exe

HP ProDesk 600
G6 Desktop Mini
PC

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

https://ftp.hp.com/
pub/softpaq/
sp157001-157500/
sp157284.exe

HP ProDesk 600
G6 Microtower PC

Windows 11/
Windows 10

23120.0.3

Rev1

SP157284

https://ftp.np.com/
pub/softpag/
sp157001-157500/
sp157284.exe

HP ProDesk 600
G6 PCI Microtower
PC

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

pub/softpaq/
sp157001-157500/
sp157284.exe
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Table 3 Business Desktop PCs (continued)

Product Name Component Type Minimum Version Last Update SoftPaq # SoftPaq Link

HP ProDesk 600 Windows 11/ 23120.0.3 Rev 1 SP157284 https://ftp.hp.com/

G6 Small Form Windows 10 pub/softpaq/

Factor PC sp157001-157500/
sp157284.exe

HP ProDesk 680 Windows 11/ 23120.0.3 Rev1 SP157284 https://ftp.hp.com/

G6 PCl Microtower ~ Windows 10 pub/softpaa/

PC sp157001-157500/
sp157284.exe

HP ProOne 400 G6  Windows 11/ 23120.0.3 Rev1 SP157284 Pending

20 All-in-One PC Windows 10

HP ProOne 400 G6  Windows 11/ 23120.0.3 Rev 1 SP157284 Pending

24 All-in-One PC Windows 10

HP ProOne 440 Windows 11/ 23110.05 Rev1 SP156715 https://ftp.np.com/

23.8inch G9 All-in-  Windows 10 pub/softpag/

One Desktop PC sp156501-157000/
sp156715.exe

HP ProOne 440 G6  Windows 11/ 23120.0.3 Rev 1 SP157284 Pending

24 All-in-One PC Windows 10

HP ProOne 600 G6  Windows 11/ 23120.0.3 Rev1 SP157284 Pending

22 All-in-One PC Windows 10

HP Z1Entry Tower ~ Windows 11/ 23120.0.3 Rev 1 SP157284 https://ftp.hp.com/

G5 Windows 10 pub/softpaq/
sp157001-157500/
sp157284.exe

HP Z1Entry Tower Windows 11/ 23120.0.3 Rev1 SP157284 https://ftp.hp.com/

G6 Windows 10 pub/softpaa/
sp157001-157500/
sp157284.exe

HP Z1G8 Tower Windows 11/ 23120.0.3 Rev1 SP157284 https://ftp.np.com/

Desktop PC Windows 10 pub/softpag/
sp157001-157500/
sp157284.exe

HP Z1G9 Tower Windows 11/ 23100.04 Rev 1 SP156743 https://ftp.hp.com/

Desktop PC Windows 10 pub/softpaq/
sp156501-157000/
sp156743.exe

HP ZHAN 66 Pro Windows 11/ 23120.0.3 Rev 1 SP157284 Pending

G322 All-in-One Windows 10

PC

HP ZHAN 66 Pro Windows 11/ 23120.0.3 Rev1 SP157284 Pending

G324 All-in-One PC  Windows 10

HP ZHAN 99 Pro Windows 11/ 23110.05 Rev1 SP156715 https://ftp.hp.com/

23.8inch G9 All-in-  Windows 10 pub/softpaa/

One Desktop PC sp156501-157000/

sp156715.exe

Retail Point-of-Sale systems

Identify the affected retail point-of-sale systems.

SoftPags and affected products
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Table 4 Retail Point-of-Sale Systems

Product Name

Component Type

Minimum Version

Last Update

SoftPaq #

SoftPaq Link

HP Engage Flex
Mini Retail System

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

pub/softpaq/
sp157001-157500/
sp157284.exe

HP Engage Flex
Pro-C G2 Retail
System

Windows 11/
Windows 10

23100.04

Rev 1

SP156743

https://ftp.hp.com/
pub/softpaa/
sp156501-157000/
sp156743.exe

HP Engage Flex
ProG2 Retail
System

Windows 11/
Windows 10

2310004

Rev 1

SP156743

https://ftp.np.com/
pub/softpaq/
sp156501-157000/
sp156743.exe

HP Engage Go 10
Mobile System

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

https://ftp.hp.com/
pub/softpaq/
sp157001-157500/
sp157284.exe

HP Engage Go
13.5 inch Mobile
System

Windows 11/
Windows 10

23120.0.3

Rev1

SP157284

https://ftp.np.com/
pub/softpag/
sp157001-157500/
sp157284.exe

HP Engage Go
Mobile System

Windows 11/
Windows 10

23120.0.3

Rev 1

SP157284

pub/softpaq/
sp157001-157500/
sp157284.exe

HP Engage One
Pro AlO System

Windows 11/
Windows 10

23110.0.5

Rev 1

SP156715

https://ftp.hp.com/
pub/softpaa/
sp156501-157000/
sp156715.exe

Workstations

Identify the affected workstations.

Table 5 Workstations

Product Name

Component Type

Minimum Version

Last Update

SoftPaq #

SoftPaq Link

HP Z2 Mini G9
Workstation

Windows 11/
Windows 10

23100.04

Rev 1

SP157721

pub/softpaq/
sp157501-158000/
sp157721.exe

HP Z2 SFF G9
Workstation

Windows 11/
Windows 10

23100.04

Rev 1

SP157721

https://ftp.hp.com/
pub/softpaa/
sp157501-158000/
sp157721.exe

HP Z2 Tower G9
Workstation

Windows 11/
Windows 10

23100.04

Rev 1

SP157721

pub/softpaq/
sp157501-158000/
sp157721.exe

HP Z4 G5
Workstation

Windows 11/
Windows 10

23100.04

Rev 1

SP157721

https://ftp.hp.com/
pub/softpaa/
sp157501-158000/
sp157721.exe
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Table 5 Workstations (continued)

Product Name Component Type Minimum Version Last Update SoftPaq # SoftPaq Link

HPZ6 G5 A Windows 11/ 23100.04 Rev1 SP157721 https://ftp.hp.com/

Workstation Windows 10 pub/softpaq/
sp157501-158000/
sp157721.exe

HP 76 G5 Windows 11/ 2310004 Rev1 SP157721 https://ftp.hp.com/

Workstation Windows 10 pub/softpaq/
sp157501-158000/
sp157721.exe

HP Z8 Fury G5 Windows 11/ 23100.04 Rev 1 SP157721 https://ftp.hp.com/

Workstation Windows 10 pub/softpaq/
sp157501-158000/
sp157721.exe

Thin Clients
Identify the affected thin clients.
Table 6 Thin Clients

Product Name Component Type Minimum Version Last Update SoftPaq # SoftPaq Link

HP Elite t655 Thin Windows 10 23120.0.3 Rev1 SP157284 Pending

Client

HP Elite t660 Thin Windows 10 23120.0.3 Rev1 SP157284 Pending

Client

HP mt32 Thin Windows 10 23120.0.3 Rev 1 SP157284 Pending

Client

HP mt46 Thin Windows 10 23120.0.3 Rev1 SP157284 Pending

Client

HP Pro mt440 G3 Windows 10 23120.0.3 Rev 1 SP157284 Pending

Mobile Thin Client

HP Pro t550 Thin Windows 10 23120.0.3 Rev1 SP157284 Pending

Client

HP t430 Thin Client Windows 10 23120.0.3 Rev1 SP157284 Pending

HP t530 Thin Client Windows 10 23120.0.3 Rev1 SP157284 Pending

HP t540 Thin Client  Windows 10 23120.0.3 Rev1 SP157284 Pending

HP t638 Thin Client  Windows 10 23120.0.3 Rev 1 SP157284 Pending

HP t640 Thin Client  Windows 10 23120.0.3 Rev1 SP157284 Pending

HP t740 Thin Client  Windows 10 23120.0.3 Rev 1 SP157284 Pending
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Table 7 Consumer Notebook PCs

Product Name Component Type Minimum Version Last Update SoftPaq # SoftPaq Link
HP 14-dg3xxx, 14t- Windows 23120.0.3 Rev 1 SP157284 https://ftp.hp.com/
dg300 pub/softpag/

sp157001-157500/
sp157284.exe

HP 14-dg4xxx, 14t- Windows 23120.0.3 Rev 1 Pending Pending
dqg400

HP 14-dgbxxx, 14t-  Windows 23120.0.3 Rev1 Pending Pending
dg500

HP 14-ee0xxx Windows 23120.0.3 Rev 1 Pending Pending
HP 14-epOxxx Windows 23120.0.3 Rev1 Pending Pending
HP 14-ep1xxx Windows 23120.0.3 Rev 1 Pending Pending
HP 14-grOxxx Windows 23120.0.3 Rev1 Pending Pending
HP 14-grixxx Windows 23120.0.3 Rev1 Pending Pending
HP 14s-dg2xxx Windows 23120.0.3 Rev 1 Pending Pending
HP 14s-dg3xxx Windows 23120.0.3 Rev1 Pending Pending
HP 14s-dg4xxx Windows 23120.0.3 Rev 1 Pending Pending
HP 14s-dg5xxx Windows 23120.0.3 Rev1 Pending Pending
HP 14s-dr2xxx Windows 23120.0.3 Rev 1 Pending Pending
HP 14s-dr3xxx Windows 23120.0.3 Rev 1 Pending Pending
HP 14s-drdxxx Windows 23120.0.3 Rev1 Pending Pending
HP 14s-drbxxx Windows 23120.0.3 Rev1 Pending Pending
HP 14s-dr6xxx Windows 23120.0.3 Rev1 Pending Pending
HP 14s-dy2xxx Windows 23120.0.3 Rev 1 Pending Pending
HP 14s-dy3xxx Windows 23120.0.3 Rev1 Pending Pending
HP 14s-dy4xxx Windows 23120.0.3 Rev1 Pending Pending
HP 14s-dy5xxx Windows 23120.0.3 Rev 1 Pending Pending
HP 17-cnlxxx, 17t Windows 23120.0.3 Rev1 Pending Pending
¢cn100

HP 17-cn2xxx, 17t- Windows 23120.0.3 Rev 1 Pending Pending
cn200

HP 17-cn3xxx Windows 23120.0.3 Rev1 Pending Pending
HP 17-cn4xxx Windows 23120.0.3 Rev 1 Pending Pending
HP 17s-cr2xxx Windows 23120.0.3 Rev 1 Pending Pending
HP 17s-cr3xxx Windows 23120.0.3 Rev1 Pending Pending
HP 17s-crdxxx Windows 23120.0.3 Rev 1 Pending Pending
HP 17s-cu2xxx Windows 23120.0.3 Rev1 Pending Pending
HP 17s-cu3xxx Windows 23120.0.3 Rev 1 Pending Pending
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Table 7 Consumer Notebook PCs (continued)

Product Name Component Type Minimum Version Last Update SoftPaq # SoftPaq Link

HP 17s-cy2xxx Windows 23120.0.3 Rev 1 Pending Pending

HP 17s-cy3xxx Windows 23120.0.3 Rev 1 Pending Pending

HP Envy 17.3 Windows 23120.0.3 Rev 1 SP157579 https://ftp.hp.com/

inch Laptop PC 17- pub/softpaq/

CcwWOXXX sp157501-158000/
sp157579.exe

HP Envy 17.3 Windows 23120.0.3 Rev 1 SP157579 https://ftp.hp.com/

inch Laptop PC 17- pub/softpaa/

CWIXXX sp157501-158000/
sp157579.exe

HP Envy 17.3 Windows 23120.0.3 Rev 1 SP157579 https://ftp.hp.com/

inch Laptop PC 17- pub/softpaq/

daOxxx sp157501-158000/
sp157579.exe

HP Envy x360 14 Windows 23120.0.3 Rev 1 Pending Pending

inch 2-in-1 Laptop

PC 14-es0xxx

HP Envy x360 14 Windows 23120.0.3 Rev1 Pending Pending

inch 2-in-1 Laptop

PC 14-es1xxx

HP Envy x360 14 Windows 23130.0.6 Rev1 Pending Pending

inch 2-in-1 Laptop

PC 14-fcOxxx

HP Envy x360156  Windows 23120.0.3 Rev 1 Pending Pending

inch 2-in-1 Laptop

PC 15-eu0xxx, 15z-

eu000

HP Envy x360156  Windows 23120.0.3 Rev 1 SP157579 https://ftp.hp.com/

inch 2-in-1 Laptop pub/softpaq/

PC 15-feOxxx sp157501-158000/
sp157579.exe

HPEnvy x360156  Windows 23120.0.3 Rev 1 SP157579 https://ftp.hp.com/

inch 2-in-1 Laptop pub/softpag/

PC 15-felxxx sp157501-158000/
sp157579.exe

HP Envyx360156  Windows 23120.0.3 Rev1 Pending Pending

inch 2-in-1 Laptop

PC 15m-eu0xxx

HP Envy x360 16 Windows 23130.0.6 Rev1 Pending Pending

inch 2-in-1 Laptop

PC 16-acOxxx

HP Laptop PC 14- Windows 23120.0.3 Rev 1 Pending Pending

dg2xxx, 14t-dg200

HP OmniBook 516  Windows 23100.04 Rev 1 SP157053 https://ftp.np.com/

inch Laptop Al PC pub/softpaq/

16-afxxx sp157001-157500/

sp157053.exe

SoftPags and affected products
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Table 7 Consumer Notebook PCs (continued)

Product Name Component Type Minimum Version Last Update SoftPaq # SoftPaq Link

HP OmniBook 516  Windows 23100.04 Rev 1 SP157053 https://ftp.hp.com/

inch Laptop AIPC pub/softpag/

16-balxxx sp157001-157500/
sp157053.exe

HP Pavilion 16 Windows 23120.0.3 Rev 1 SP158011 Pending

inch Laptop PC 16-

afOxxx

HP PavilionPlus 14 Windows 23120.0.3 Rev1 Pending Pending

inch Laptop PC 14-

ew0xxx

HP PavilionPlus 14  Windows 23120.0.3 Rev 1 Pending Pending

inch Laptop PC 14-

ewTxxx

HP PavilionPlus 16  Windows 23120.0.3 Rev1 SP158324 https://ftp.np.com/

inch Laptop PC 16- pub/softpaq/

abOxxx sp158001-158500/
sp158324.exe

HP PavilionPlus 16 Windows 23120.0.3 Rev 1 SP158324 https://ftp.hp.com/

inch Laptop PC 16- pub/softpag/

ab1xxx sp158001-158500/
sp158324.exe

HP Pavilionx36014 Windows 23120.0.3 Rev1 Pending Pending

inch 2-in-1 Laptop

PC 14-ekOxxx, 14t-

ek000

HP Pavilion x36014 Windows 23120.0.3 Rev1 Pending Pending

inch 2-in-1 Laptop

PC 14-ek1xxx

HP Pavilion x36014 Windows 23120.0.3 Rev 1 Pending Pending

inch 2-in-1 Laptop

PC 14-ek2xxx

HP Spectre x360 Windows 2311005 Rev 1 SP156715 https://ftp.np.com/

16 inch 2-in-1 pub/softpag/

Laptop PC 16- sp156501-157000/

aa0xxx sp156715.exe

OMEN 161inch Windows 23120.0.3 Rev 1 SP157986 https://ftp.hp.com/

Gaming Laptop PC pub/softpag/

16-ae0xxx sp157501-158000/
sp157986.exe

OMEN by HP Windows 23120.0.3 Rev 1 SP157579 https://ftp.hp.com/

16.1 inch Gaming pub/softpaq/

Laptop PC 16- sp157501-158000/

wdOxxx sp157579.exe

OMEN by HP Windows 23120.0.3 Rev1 SP157579 https://ftp.np.com/

16.1inch Gaming pub/softpaq/

Laptop PC 16- sp157501-158000/

wFOXXx sp157579.exe

OMEN by HP Windows 23120.0.3 Rev1 SP157579 https://ftp.hp.com/

16.1inch Gaming pub/softpaa/

Laptop PC 16- sp157501-158000/

wixxx sp157579.exe

Consumer Notebook PCs
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https://ftp.hp.com/pub/softpaq/sp157001-157500/sp157053.exe
https://ftp.hp.com/pub/softpaq/sp158001-158500/sp158324.exe
https://ftp.hp.com/pub/softpaq/sp158001-158500/sp158324.exe
https://ftp.hp.com/pub/softpaq/sp156501-157000/sp156715.exe
https://ftp.hp.com/pub/softpaq/sp157501-158000/sp157986.exe
https://ftp.hp.com/pub/softpaq/sp157501-158000/sp157579.exe
https://ftp.hp.com/pub/softpaq/sp157501-158000/sp157579.exe
https://ftp.hp.com/pub/softpaq/sp157501-158000/sp157579.exe

Table 7 Consumer Notebook PCs (continued)

Product Name Component Type Minimum Version Last Update SoftPaq # SoftPaq Link

OMEN by HP Windows 23120.0.3 Rev1 SP157579 https://ftp.np.com/

Transcend 16 inch pub/softpaq/

Gaming Laptop PC sp157501-158000/

16-uOxxx sp157579.exe

OMEN by HP Windows 23120.0.3 Rev1 SP157579 https://ftp.hp.com/

Transcend 16 inch pub/softpaa/

Gaming Laptop PC sp157501-158000/

16-uTxxx sp157579.exe

OMEN Transcend Windows 2311005 Rev1 Pending Pending

14 inch Gaming

Laptop PC 14-

fbOxxx

Victus by HP Windows 23120.0.3 Rev 1 SP157986 https://ftp.hp.com/

16.1inch Gaming pub/softpaq/

Laptop PC 16-rOxxx sp157501-158000/
sp157986.exe

Victus by HP Windows 23120.0.3 Rev1 SP157986 https://ftp.np.com/

16.1 inch Gaming pub/softpaq/

Laptop PC 16-r1xxx sp157501-158000/
sp157986.exe

HP 470 G8 Windows 23120.0.3 Rev 1 Pending Pending

Notebook PC

HP EliteBook Ultra ~ Windows 23120.0.3 Rev1 SP157575 https://ftp.hp.com/

Gli14inch pub/softpaa/

Notebook Next sp157501-158000/

Gen AlPC sp157575.exe

HP ZHAN 14 inch Windows 23120.0.3 Rev1 Pending Pending

G6 Notebook PC

HP ZHAN 14 inch Windows 23120.0.3 Rev 1 Pending Pending

G7 Notebook PC

Consumer Desktop PCs
Identify the affected consumer desktop PCs.
Table 8 Consumer Desktop PCs

Product Name Component Type Minimum Version Last Update SoftPaq # SoftPaq Link

HP ENVY Desktop ~ Windows 23120.0.3 Rev1 SP157736 https://ftp.np.com/

PC TEO1-5xxxi pub/softpaq/
sp157501-158000/
sp157736.exe

HP OmniDesk Windows 23120.0.3 Rev 1 SP157736 https://ftp.hp.com/

Desktop Al PC pub/softpaa/

MO3-0xxxi sp157501-158000/
sp157736.exe

OMEN 16L Gaming  Windows 23120.0.3 Rev1 SP157736 https://ftp.hp.com/

Desktop PC pub/softpag/

TGO3-0xxxi sp157501-158000/

sp157736.exe

SoftPags and affected products


https://ftp.hp.com/pub/softpaq/sp157501-158000/sp157579.exe
https://ftp.hp.com/pub/softpaq/sp157501-158000/sp157579.exe
https://ftp.hp.com/pub/softpaq/sp157501-158000/sp157986.exe
https://ftp.hp.com/pub/softpaq/sp157501-158000/sp157986.exe
https://ftp.hp.com/pub/softpaq/sp157501-158000/sp157575.exe
https://ftp.hp.com/pub/softpaq/sp157501-158000/sp157736.exe
https://ftp.hp.com/pub/softpaq/sp157501-158000/sp157736.exe
https://ftp.hp.com/pub/softpaq/sp157501-158000/sp157736.exe

Table 8 Consumer Desktop PCs (continued)

Product Name Component Type Minimum Version Last Update SoftPaq # SoftPaq Link
OMEN 35L Gaming  Windows Pending Rev 1 Pending Pending
Desktop PC

GT16-0xxxi

Revision history

This document has been revised according to the information below.

Table 9 List of versions

Version | Description Date

1 Initial Release May 13,2025

Additional information
Follow these links for additional information.

Third-party security patches
Third party security patches that are to be installed on systems running HP software products
should be applied in accordance with the customer's patch management policy.

Support
For issues about implementing the recommendations of this Security Bulletin, visit
http://www.hp.com/go/contacthp to learn about your HP support options.

Report
To report a potential security vulnerability with any HP supported product, send email to: hp-
security-alert@hp.com.

Security bulletin archive

To view released Security Bulletins, visit https://support.hp.com/security-bulletins.
Itis strongly recommended that security related information being communicated to HP be encrypted
using PGP, especidally exploit information.

Download HP’s security-alert PGP key

Legal information

System management and security procedures must be reviewed frequently to maintain system integrity.
HP is continually reviewing and enhancing the security features of software products to provide
customers with current secure solutions.

HP is broadly distributing this Security Bulletin in order to bring to the attention of users of the affected
HP products the important security information contained in this Security Bulletin. HP recommends
that all users determine the applicability of this information to their individual situations and take
appropriate action. HP does not warrant that this information is necessarily accurate or complete for
all user situations and, consequently, HP will not be responsible for any damages resulting from user's
use or disregard of the information provided in this Security Bulletin. To the extent permitted by law,

HP disclaims all warranties, either express or implied, including the warranties of merchantability and
fitness for a particular purpose, title and non-infringement.
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http://www.hp.com/go/contacthp
https://support.hp.com/security-bulletins
http://www.hp.com/cposupport/en/docs/c06152930.html

© Copyright 2025 HP Development Company, L.P.

HP Inc. (HP) shall not be liable for technical or editorial errors or omissions contained herein. The
information provided is provided "as is" without warranty of any kind. To the extent permitted by

law, neither HP nor its affiliates, subcontractors or suppliers will be liable for incidental, special or
consequential damages including downtime cost; lost profits; damages relating to the procurement of
substitute products or services; or damages for loss of data, or software restoration. The information
in this document is subject to change without notice. "HP Inc.,” "HP" and the names of HP products
referenced herein are trademarks of HP Inc. or its affiliates in the United States and other countries.
Other product and company names mentioned herein may be trademarks of their respective owners.
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